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o Dedicated professional support
Memopal is not only a product, it is also a company made up of the
professionals who developed the product, and who use it for their own
businesses making their knowledge of solutions and their experience with
technicians and users available through Memopal Customer Service.

Figure 1 — Memopal Architecture : Client — Server Interaction

Memopal: the reference architecture

Memopal architecture was created to support that which we previously defined as a
service oriented backup platform.

To assure the proper balance between services and the information protection level,
the architecture is characterized by the following components:

e Multiplatform Client supports the most common operating systems
including Windows, Linux and Mac OSX (both the PPC and Intel platforms)
with the following functions:

0 User authentication with scratch-code, credentials. Strong
authentication with a digital certificate is coming soon.

o Mutual authentication with the Memopal server, to avoid man-in-
the-middle type attacks.

o Full-text search interface on the location and local nhame of the
saved files.

0 Access through WebDAYV interface on an HTTPS channel, for
maximum accessibility and total security.

0 The possibility to configure the portion of the File System to be
backed up.
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o0 Backup and sharing functions are directly accessible with the
Explorer interface (i.e. identify as important, share,. . .).

0 Visualization of the progress.

e WEB-Services, redundant and in load balancing configuration to supply the
following services:

o0 Management of files upload and download.
o Verification of the presence of other versions of the same file.
0 De-duplication of the information.

o Compression of the transmission to increase the efficiency of the
client side channel availability.

o0 Transmission channel encryption and mutual authentication with
the client.

e DAV-Server, used for transparent access to the latest versions of the file in
on-line storage with the following functions:

o Copy from backup to local by simple drag & drop.
0 Cancel files and directories.
o Open remote files with local applications.

e MGFS - Memopal Global FileSystem represents the core of Memopal
technology. It is a parallel file system that is distributed, fault-tolerant, highly
accessible and ready to be interfaced with research technologies and
semantic organization.

Its primary characteristics are:

o Performance similar to local File Systems in terms of accessing
individual files.

0 Hot expandability of the logic volumes with a maximum single node
capacity of 16 EsaBytes.

o0 Constant access and search performance for up to 100,000 files for
each individual user.

0 Segregation of user data and native encryption of data.
0 Anonymization of names and file owners on the Data Source.
e Data Source

0 The Memopal storage structure used to store backup data, offers
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several kinds of optimization such as high dependability with
geographic RAID-5 high availability with data redundancy in many
sites, content-aware compression for formats that have already been
compressed and hot drive recovery.
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Figure 2 — Summary of the properties of the MGFS file system

Memopal: the data security model

The Memopal security model is in constant evolution to guarantee a high level data security
standard.

All of the connections between the client and server in the Memopal infrastructure are SSL
encrypted through a server side certificate and every connection to a server that has an
unverifiable certificate is refused by the client to avoid MITM (Man-in-the-middle-Attacks).
The authentication phase begins only after having established a valid SSL connection so that
when a false client certificate is proposed there is no user name or password sent from the
client to the server.

And more, to install the Memopal client it is necessary to have a user account with privileges,
which means no one may install Memopal on a personal computer to steal the users data.
The data is encrypted and transferred from the client to the server, therefore it is memorized
in encrypted FS and distributed in sections with RAID-5 strategy. By looking at the MGFS
(Memopal Global File System) it is impossible to know who is the owner of the file being
backed up or the original file name.

If someone took a memorization unit from the Memopal infrastructure it will not be enough to
access the memorized information.
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The data structure contains associations between the file and the owner. It is also encrypted
and is not accessible to assistance personnel, not even during assistance.
In the current beta version the validation of the client side certificate is being tested to avoid a
possible server side attack.
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Figure 3 - RAID-MGFS Redundancy System

Conclusions

Memopal is an online backup and storage software that backs up files in real time on a remote
server. It is not important how many times you change computer - you will always know where your
data is. It is possible to look through all of the files from any Internet location or with internet-ready
mobile phones. You can share files that would be to big to send by e-mail with friends and co-
workers.





